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Authentisierung

eToken modular concept
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Authentisierung heute!
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Was Ist starke Authentisierung?
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Starke Authentisierunqg beschreibt die Kombination
von zwel oder mehreren unterschiedlichen
Authentisierungsmethoden A 2 Faktor Authentisierung
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Ansteigende Haufigkeit der Datenzugriffe - intern / extern
Mobilitatsanforderungen der Mitarbeiter

Einbindung von externen Mitarbeitern / Firmen
Zunehmende Globalisierung (Filialen)

Offnung der Netzstrukturen und Datenquellen durch
zunehmendes Outsourcing und Outtasking

Gesetzliche Regelungen - SOX, Basel I, HIPAA, FDA..,
Haftungsfragen
Revisionen / Audits




Passwarter sind einfach zu kompromittieren
Kompromittierte Passwaorter werden nicht bemerkt

Mehrere Passworter sind fur den Benutzer aufwendig
ZU verwalten

Passworter verursachen hohe Kosten im
Unternehmen (Helpdesk)

AWith identity theft r uRathcaldo the #Trhelpadesk costs

corporate data and networks being between $25 and $50, and
compromised everyday, authentication typically 35% to 50% of help desk
and identity management solutions calls in an organization are

have become a fAmust hav passwordr related.
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Figure 1. Hype Cycle for Information Security, 2007

visibility Fraud Detection

Static Application .
4 Security Testing [ Role Management for Enterprises G a r t n e r

Database Activity Monitors

L)
Content Monitoring and Filtering "'
and Data Loss Prevention 13
O
(3
o
(]

) Metwork Access Control (TP)
‘v‘irtl.fJaI Security Partitions O Application Security Testing

Fortable Secure Devices
Netwurlh Behavior Analysis

Application Hardening
and Shielding

|
Authorization Management O

S5L Remote-Access VP

Enterprise Single Sign-0On
Smart Tokens

Biometric Technologies
for User Authentication

Yulnerability Management
Metwork IPS

User Provisioning
Federated |dentity

E-Mail Authentication Standarnds
Spam Filtering

Patch Management
Managed Security Service Providers

Model-Driven Security Application - 3
Security Testing Managemen ile Semnvers
Trusted Computing '.i' BEE fr-Slandards

Patfpm | oo WPA2 Enterprise Security

Endpoint Protection SIEM
Platform
. Public-Key Operations
Database Encryption Y ' )
HIPS on PCs Mext-Generation Firewalls

Lightweight One-Time-P d Authentication Method
SSL Peer-to-Peer, Site-to-Site ghiwelght Lne- fime-Fasswor entication Methods

Virtual Private Networks Instant Messaging Security As of September 2007
Peak of
Technology Trough of _ Plateau of
- Inflated A Slope of Enlightenment s
Trigger Expectations Disillusionment Productivity
time I

Years to mainstream adoption: obsolete

Clessthan2years O 2tobyears @ 5to10years A morethan 10 years & before plateau

Source: Gartner [September 2007)



http://www3.gartner.com/RecognizedUser

